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Background 

 

This compendium of papers provides concise background on the international organizations featured in the 

workshop “Ensuring the Safety and Quality of the Global Supply Chain for Medicines: Regulatory 

Challenges and Lessons from Other Sectors,” sponsored by the Council on Foreign Relations’ (CFR) 

International Institutions and Global Governance (IIGG) program and convened in Washington, DC, on 

September 17-18, 2013. 

 

The aim of the meeting was to consider what public drug authorities might learn from the successes and 

failures of regulation in other sectors, with an eye toward improving the multilateral landscape for medicines 

regulation. To this end, the workshop convened current and former executives of global regulatory and 

standard-setting organizations from a broad range of domains, including finance, information technology, 

trade, and the environment. These practitioners imparted expertise and strategic advice on ways in which their 

experiences could apply to the regulation of medicines. 

 

The papers contained in this compendium supply brief overviews of the organizations represented at the 

workshop with an emphasis on institutional activities and performance at each stage of the regulatory process. 

These stages are agenda setting, negotiation, implementation, monitoring, and enforcement (ANIME).1 By no 

means are they exhaustive of the areas they cover nor inclusive of all the work undertaken by individual 

organizations. They were written by the following team members of the IIGG program, with no institutional 

support or coordination from the organizations themselves: Jeffrey Wright, Alexandra Kerr, Andrew Reddie, 

and Martin Willner. Please note that the workshop and this compendium are made possible by the generous 

support of the Robina Foundation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                           
     1 Kenneth W. Abbott and Duncan Snidal, “The Governance Triangle: Regulatory Standards Institutions and the Shadow of the 

State,” in Walter Mattli and Ngaire Woods, eds., The Politics of Global Regulation, (Princeton: Princeton University Press, 2009). 
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Background 

 

Established in 1828, Bureau Veritas (BV) is one of the world’s leading auditors, specializing in testing, 

inspection, and certification across a variety of industries and products. It seeks to reduce risk and improve 

performance for public and private sector clients while ensuring their compliance with legal or voluntary 

standards. Fittingly, Bureau Veritas is an approved certification body for several schemes that participated in 

the workshop, including the Customs-Trade Partnership Against Terrorism, Forest Stewardship Council, and 

the European Union’s Forest Law Enforcement, Governance, and Trade Action Plan. Since BV is not a 

regulatory standard-setting organization, the utility of the ANIME framework to assess the company’s range 

of activities is limited. Still, we can discuss how BV influences regulation as an independent third party. 

 

Regulatory Activities 

 

 Agenda-setting and Negotiation 

Any influence that BV has in shaping the agenda or negotiations of a regulatory standard-setter likely 

corresponds to the credibility of its own work. As regulatory agencies and nongovernmental 

organizations increasingly rely on BV and similar companies to monitor compliance—and these firms 

continue to excel in the services they provide—it is reasonable to assume that standard-setting 

organizations, in particular public authorities, will look to third-party auditors to help carry out 

monitoring activities. 

 

 Implementation 

Bureau Veritas provides implementation support insofar as it reveals gaps in implementation when 

conducting testing or inspections. To close these gaps, BV offers training and technical assistance 

services across its core businesses. One example of such support is on-board courses for companies in 

the marine fuel industry. BV is equipped to train ship staff on important aspects of the bunkering 

process, including measurements, calculation, and sampling. 

  

 Monitoring 

Bureau Veritas operates firmly in the monitoring stage of regulation. Its certification process involves 

a multi-stage audit and surveillance regime. Once certification is achieved, Bureau Veritas runs a 

surveillance program to ensure that the company maintains its requirements while automatically 

reviewing progress every three years. Subject to successful surveillance and reissuance audits, it then 

renews the certificate. Most recently, BV launched two sector-specific certification programs. In 2013, 

it became one of the recommended auditing bodies for the London Bullion Market Association’s 

(LBMA) Responsible Gold Guidance, a mandatory set of guidelines for precious metal refiners. Also 

in 2013, BV launched a due diligence solution focusing on cost effective traceability to promote 

compliance with the EU’s Timber Regulation 995/2010, a demand-side law prohibiting illegal wood 

products on the European market. 

 

 Enforcement 

Bureau Veritas does not engage directly with enforcement. Standard-setting and law enforcement 

bodies are namely responsible for this stage of regulation, often achieved through reputational and 

financial sanctions.  However, BV’s work helps inform enforcement by providing information about a 

firm’s level of compliance. 
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Background 

 

The Convention on International Trade in Endangered Species of Wild Fauna and Flora (CITES) is a 

universal treaty-based organization that protects the survival of wild plants and animals through responsible 

and sustainable trade. From red pandas and pronghorns to exotic hardwoods in musical instruments, CITES 

regulates trade in over 35,000 species. Drafted in 1963 and entering into force in 1975, CITES membership 

has increased steadily over the last three decades, now boasting 179 member states. 

 

Regulatory Activities 

 

 Agenda-setting and Negotiation 

A product of the modern conservation movement, CITES was originally drafted by the International 

Union for Conservation of Nature (IUCN), a global environmental group founded in 1948. Although 

the IUCN has dozens of governments as members, it is predominately composed of nongovernmental 

organizations (NGOs). Since entry into force in 1975, CITES is reviewed every two or three years by 

the Conference of the Parties (CoP), the treaty’s primary deliberative body. The CoP considers 

amendments to the list of regulated species and recommends measures to improve effectiveness. In 

addition to the work of member states, NGOs such as TRAFFIC—a wildlife trade monitoring 

network—shape the agenda by bringing new developments to the attention of the CoP. CITES has a 

memorandum of understanding with TRAFFIC to facilitate coordination between the two actors. 

 

 Implementation 

Each member state is responsible for establishing its own domestic management authority to oversee 

implementation. In the United States, for instance, the U.S. Fish and Wildlife Service represents this 

authority. The majority of implementation relates to maintaining a licensing system for imports, 

exports, re-exports, and introduction into the seas of animal and plant products. Authorities are 

required to maintain records of importers and exporters as well as the number of types of permits 

procured over time. To help agencies achieve these objectives, CITES relies on a host of actors to 

provide technical support and capacity building assistance, such as the International Consortium on 

Combating Wildlife Crime, TRAFFIC, and World Association of Zoos and Aquariums.   

 

 Monitoring 

Domestic management authorities, as designated by member states, are responsible for monitoring 

compliance with CITES. Effective monitoring typically requires strong track-and-trace systems, 

stringent supply chain security controls, and measures to verify the authenticity of permits and 

certificates. Member states rely heavily on customs and security partners, including Interpol and the 

World Customs Organization, to monitor trade behavior. 

 

 Enforcement 

CITES enforcement follows two approaches. One approach is to provide reputational incentives for 

member states and nonstate actors by awarding “certificates of commendation” that recognize 

exemplary enforcement actions, such as large seizures of illicit trade in wildlife. CITES also awards 

“certificates of merit” for organizations that have made significant contributions to CITES in the field 

of management or science. Another approach is more punitive: CITES sanctions persistent non-

compliance by suspending member states from trade in specimens of one or more species. 
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Background 

 

Established in the aftermath of 9/11, the Customs-Trade Partnership Against Terrorism (C-TPAT) is a 

voluntary public-private scheme to strengthen global supply chains and U.S. border security. Companies joining 

C-TPAT sign an agreement with the U.S. Customs and Border Protection (CBP) to meet supply chain security 

standards exceeding domestic regulations. In exchange for attaining certification, C-TPAT members qualify for 

“facilitated treatment” that reduces their border inspections by customs authorities. C-TPAT has a membership 

of over 10,600 firms, operating at all stages of trade, including manufacturers, brokers, carriers, and importers. 

 

Regulatory Activities 

 

 Agenda-setting and Negotiation 

C-TPAT standards were developed jointly by U.S. government agencies and the trade industry. It is 

unclear, however, if and how the CBP enlists firm participation to revise or refine C-TPAT standards. 

An important and recent development in C-TPAT has been the negotiation of mutual recognition 

agreements (MRAs) with foreign countries. The CBP now has MRAs with seven other jurisdictions, 

including the EU, Canada, Japan, New Zealand, and South Korea. An additional four agreements are 

pending, including ones with Brazil and China. It is likely that C-TPAT will seek to leverage these 

MRAs into a single, global harmonized program, allowing participating firms to file one application, 

receive one certification, undergo a single inspection, etc. 

 

 Implementation 

Each signatory to C-TPAT is responsible for protecting its supply chains, identifying gaps in security, 

and implementing standards and best practices as defined by C-TPAT. Companies must provide the 

CBP with a security profile of their operations that outlines the procedures being undertaken by the 

firm and action plans to address (and redress) a broad range of security topics. Because C-TPAT is a 

voluntary program, firms are expected to implement standards without government assistance. 

  

 Monitoring 

Upon completing certification, C-TPAT members must undergo validation whereby the CBP reviews 

supply chain procedures to ensure security measures are in place. The focus of validations is often on 

manufacturing sites, foreign logistics providers, and foreign port authorities. CBP initiates validations 

based on a number of criteria, including threats posed by certain geographic locations, import volume, 

and a relative sampling across sectors. After passing validations, C-TPAT firms may undergo 

validations or inspections in the future. Indeed, the CBP uses a “trust but verify” approach to 

monitoring. Although members may enjoy greater efficiencies at the border, C-TPAT certification 

does not obviate the need to continuously demonstrate trustworthiness. 

 

 Enforcement 

Since C-TPAT is a voluntary scheme, enforcement mechanisms are limited to removing the benefits 

of membership. If a firm is discovered to be deficient in upholding its obligations—for instance, 

through involvement in negative vetting, improper validation of findings, or a security incident—the 

CBP may suspend or remove that firm from the program. In this respect, it appears that enforcement 

has been strong over the years. Between 2002 and 2012, CBP suspended 1,478 firms and removed 

1,127 firms from C-TPAT. Most of these companies were importers and highway carriers. 
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Background 

 

Established in 1989 by finance ministers of the Group of Seven (G7), the Financial Action Task Force (FATF) 

is a regulatory standard-setting organization that promotes voluntary measures to combat money laundering, 

terrorist financing, nuclear proliferation financing, and other threats to global finance. FATF is comprised of 

thirty-four member states and two member regional organizations—the EU and Gulf Cooperation Council. 

 

Regulatory Activities 

 

 Agenda-setting and Negotiation 

FATF standards, called “recommendations,” prescribe actions for states to take across a range of 

areas, such as transparency, law enforcement, and prevention. FATF has forty-eight 

recommendations, first issued in 1990 and revised in 1996, 2001, 2003, and 2012. The G7 and Group 

of Twenty (G20) are critical actors in framing issues and leading FATF to take on new activities or 

emphasize existing ones. In 2010, for instance, the G20 called on FATF to rectify deficiencies in 

national legislation, which FATF expediently addressed. Within the scheme itself, ultimate authority is 

concentrated in the FATF Plenary, composed of members. But observers can wield influence by 

helping to negotiate new rules in any of the working groups to which they belong. The International 

Monetary Fund (IMF) and World Bank have been notable actors in this regard.    

 

 Implementation 

FATF has recently stepped up implementation support, aided by the eight “FATF-style regional 

bodies,” or FSRBs. They are responsible for disseminating standards, promoting compliance, and 

studying typologies of new illicit systems. The scheme also coordinates heavily with the IMF and 

World Bank to guide implementation efforts, which have made anti-money laundering and terrorist 

financing activities a permanent part of their work. Indeed, FATF receives significant technical and 

capacity-building support from these and other observers. 

 

 Monitoring 

FATF monitors implementation through a peer-review process. Various bodies work alongside FATF 

to conduct the peer reviews, including the FSRBs, IMF, and World Bank. All jurisdictions, regardless 

of their membership in FATF, are evaluated every several years. Also called “mutual evaluations,” peer 

reviews involve collecting data during on-site visits, publishing those findings in reports, and bringing 

deficiencies to the attention of FATF. Noncompliant states are required to enact necessary reforms. In 

2011, China and Greece were two such states, and both implemented corrective measures. Recently, 

in 2013, FATF published a methodology to further guide and standardize the monitoring process. 

 

 Enforcement 

FATF maintains a strong enforcement mechanism known colloquially as the “blacklist.” Jurisdictions 

that persistently fail to comply with the scheme’s recommendations may be publically identified in a 

“FATF Public Statement.” Such jurisdictions are labeled “high risk and non-cooperative.” This 

document may also single out countries that have appeared in a previous blacklist but have failed to 

sufficiently address the deficiencies in question. To reward commitments from blacklisted countries to 

pursue corrective actions, FATF publishes a second document called “Improving Global AML/CFT 

Compliance,” listing positive steps taken by noncompliant states.  
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Background 

 

Launched in 2003, the European Union’s (EU) Forest Law Enforcement, Governance, and Trade Action Plan 

(FLEGT) aims to prevent illegal timber from entering the EU market and stimulate the demand for legitimate 

wood products. FLEGT pursues these goals through two separate but linked institutions. On the demand side, 

the EU Timber Regulation (EUTR) prohibits EU member states from importing or producing illicit wood 

products. On the supply side, FLEGT created a voluntary program to encourage timber-producing countries 

to export only legal timber, validated by a licensing system. States participating in the program must sign a 

voluntary partnership agreement (VPA) with the EU. 

  

Regulatory Activities 

 

 Agenda-setting and Negotiation 

Created under the auspices of the European Union, FLEGT represents a scheme driven by member 

states while being supported by civil society and select industry actors. The agenda-setting and 

negotiation phases of FLEGT overall now fall to the European Commission’s directorates-general for 

development and cooperation (DG DEVCO) and the environment (DG Environment). However, 

individual VPAs are negotiated between the EU and timber-exporting countries, whose authorities 

must include input from local civil society and private sector stakeholders. 

 

 Implementation 

Six countries have brokered VPAs with the EU and have begun implementation, including Indonesia 

and Congo. An additional eight states are in the negotiation phase of VPAs, notably Malaysia, 

Vietnam, and Thailand. Each VPA requires the creation of a “joint implementation committee” (JIC), 

drawing its membership from the partner country and the EU, although representatives from NGOs 

and industry often participate, too. JICs are responsible for facilitating and monitoring the 

implementation of VPAs. A central feature of such implementation is the launching of operational 

licensing systems in exporting states to certify that products comply with the EUTR. 

 

 Monitoring 

A “legality assurance system” (LAS) is at the center of each VPA to monitor and license legal timber. 

The technical details of each LAS is specific to every VPA and thus also the regulatory environment of 

the exporting country. Partner countries then designate either public or private authorities to carry out 

documentation and field verifications of firms wishing to participate. Meanwhile, national licensing 

authorities issue FLEGT licenses to individual export consignments that have been verified by the 

given authority. Overall, partner countries must affirm that the entire LAS has been approved via an 

independent auditor that reports to the JIC and publically releases its findings. 

 

 Enforcement 

EU member states are responsible for enforcing the EUTR in their jurisdictions and issuing penalties 

for wrongdoing. States typically designate a public authority to handle enforcement. For example, in 

Croatia, the authority is the ministry of agriculture, and in Denmark, it is the ministry of the 

environment. Enforcing the VPAs are left to customs authorities—in the EU as well as the exporting 

country—who verify that timber shipments carry the appropriate FLEGT license. 
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Background 

 

Established in 2003, the Forest Stewardship Council (FSC) is a voluntary standard-setting organization 

promoting the sustainable management of the world’s forests. The FSC maintains two different certification 

programs. The “forest management” certification is reserved for managers whose practices meet FSC criteria, 

including compliance with applicable law, respect for the environment, and the support of local communities. 

The “chain-of-custody” certification applies to firms throughout the supply chain that handle FSC-certified 

products, such as manufacturers, processors, and traders. This certification verifies whether claims associated 

with FSC products are valid. 

 

Regulatory Activities 

 

 Agenda-setting and Negotiation 

Founded by the World Wildlife Fund (WWF), the FSC continues to possess strong civil society 

participation in formal governance. Indeed, the board of directors, responsible for the strategic 

direction of the organization, is composed of firm and NGO representatives. The directors are elected 

by the broader FSC membership in the General Assembly, comprised of three separate chambers—

social, environmental, and economic—and each split into subgroups labeled the global North and 

global South. This membership arrangement ensures that a diversity of perspectives help shape the 

agenda and collectively negotiate the evolution of the scheme. 

 

 Implementation 

First published in 1994, the FSC Principles and Criteria form the basis for the FSC’s certification 

schemes. The standards were revised in 1996, 1999, 2001, and most recently, 2012. In order to 

receive FSC certification, firms must apply all ten principles and criteria. The FSC estimates that 10 to 

12 percent of the world’s commercial forests are now FSC-certified using the standards, although they 

have not gained much traction in tropical regions. Implementation of FSC certifications has been 

concentrated most in Europe and least in sub-Saharan Africa. 

 

 Monitoring 

The FSC requires that third-party certification bodies, such as Bureau Veritas or the Rainforest 

Alliance, verify that forest management practices and products featuring the FSC label comply with 

FSC standards. Once the criteria have been met, a certificate is granted for a period of five years. In the 

interim, prior to recertification, the auditing body carries out annual surveillance checks to ensure that 

firms remain compliant with FSC criteria. It is important to mention that the FSC also requires that 

certification bodies undergo audits themselves to enforce their competence and conformity to best 

practice. The company Accreditation Services International conducts these audits. 

 

 Enforcement 

Failing to meet the standards of FSC certification leads to the loss of that certification and eventual 

removal from the scheme. In this respect, firms have financial or reputational incentives to adhere to 

the criteria that underpin their chosen certification. To improve enforcement, the FSC is in the 

process of developing an online platform for tracing FSC-certified timber products throughout the 

certified supply chain. 
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Background 

 

Established in 1923, the International Criminal Police Organization (Interpol) enables law enforcement 

authorities around the world to cooperate in tackling crime through advanced technical and operational 

systems. The areas of crime under Interpol’s purview run the gamut, from drugs and corruption to maritime 

piracy and human trafficking. Most recently, in March 2013, Interpol introduced the Pharmaceutical Industry 

Initiative to Combat Crime. The initiative represents an agreement among twenty-nine of the world’s largest 

firms to expand law enforcement operations targeting organized crime in counterfeit drugs, increase training 

and capacity building for police, and foster deeper cooperation between Interpol and the private sector.  

 

Regulatory Activities 

 

 Agenda-setting and Negotiation 

Because Interpol is not a standard-setting organization, the utility of the ANIME process has limits. 

Nonetheless, we can assess how Interpol might influence regulation as a law enforcement agency. The 

fact that Interpol’s work spans numerous areas may alone encourage standard setters with mandates 

covering illicit activity to further criminalize certain activities or establish institutional linkages with 

Interpol. In addition, Interpol has a laudable record of enforcement. In the medicines sector, it has 

ongoing operations targeting illegal online pharmacies, counterfeit drugs, and organized crime. 

Regulatory bodies may look to such examples and develop an appetite for harder enforcement. 

 Implementation 

The implementation of regulatory standards does not fall under Interpol’s remit. Even so, one might 

imagine that Interpol’s work indirectly affects the implementation of various schemes. For instance, 

Interpol may be able to highlight, through surveillance and information exchange, the vulnerabilities 

that a particular jurisdiction faces in confronting certain threats, such as terrorist financing or drug 

smuggling, thereby allowing that jurisdiction to better concentrate resources and close the 

implementation gap. Alternatively, state or private actors belonging to schemes that regulate illicit 

activity may find incentives to implement standards when facing the threat of committing a crime. 

 

 Monitoring 

Interpol indirectly monitors implementation of legal standards by tracking illicit activity. Cutting-edge 

digital information centers and data analysis systems allow Interpol to monitor suspect irregularities 

across time, sectors, and places. For schemes such as FATF or FLEGT or CITES, these capabilities are 

invaluable, displaying the strength of Interpol as a critical institutional partner in the regulatory 

process. 

 

 Enforcement 

Interpol represents the enforcement arm for many regulatory organizations, primarily state actors, 

and serves as the global coordinator of police agencies around the world. As such, it orchestrates all of 

its operations, but Interpol also relies heavily on the “national central bureaus” of member states, in 

addition to its own personnel, to conduct seizures, raids, rescues, and other interventions. These 

enforcement actions are supported by electronic databases, a system for issuing global notices or 

“alerts,” and an around-the-clock command and control center based at headquarters in Lyon, France. 
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Background 

 

Established in 2002, the Kimberley Process Certification Scheme (KPCS) is an initiative that seeks to break the 

link between diamonds and armed conflict. The scheme engages participants from governments, civil society, 

and the private sector to eliminate the trade in “conflict diamonds,” or rough diamonds used by rebel groups to 

finance conflict with an aim toward overthrowing legitimate governments. The KPCS currently has fifty-four 

members, accounting for 99.8 percent of the global production of rough diamonds. 

 

Regulatory Activities 

 

 Agenda Setting and Negotiation 

The KPCS is led by a rotating chair each year that hosts the annual plenary meeting as well as an 

intercessional meeting. Each chair determines certain priorities it hopes to address during its tenure. 

Additionally, six working groups set the agenda for their respective subject areas and work throughout 

the year to prepare for the plenaries. The agenda takes into consideration the viewpoints of various 

governments, NGOs, and the private sector. Negotiations occur primarily within the working groups. 

These groups draft language that is compiled into a communiqué—which could include amendments to 

the scheme itself—that must be adopted by consensus at the plenary. Decisions by consensus, however, 

have greatly hampered the ability of the Kimberley Process to meet new challenges, such as counterfeit 

certificates. 

 

 Implementation 

The primary instrument of the KPCS is the issuance of certificates to guarantee that diamonds do not 

originate in areas of conflict. The onus of implementation is on participating governments to adopt and 

manage the certification system domestically. This process involves measures such as selecting an 

export/import authority, keeping statistics on diamond trade, creating a system of penalties for breaking 

the rules, and trading only with other participants in the scheme. Overall, implementation has been 

uneven across jurisdictions, leading the KPCS to focus attention on ways to provide technical assistance 

to participants in need of financial or non-financial help. 

 

 Monitoring 

Compliance with the KPCS is monitored in two ways. Participating governments provide the Kimberley 

Process with certificate data, statistics, and annual reports, among other types of information. There is 

also a peer review process whereby KPCS officials conduct site visits in several countries each year to 

assess their degree of compliance. On the whole, these monitoring efforts are weak. They suffer from 

irregularity, poor funding, little technical capacity, and a lack of independence from scheme participants 

conducting them. 

 

 Enforcement 

Enforcement of the KPCS remains substandard on two fronts. First, the KPCS has problems addressing 

basic noncompliance. Several working groups deal with noncompliant participants, but regional 

alliances and voting rules weaken the ability of the KPCS to sufficiently reprimand violators. Second, 

counterfeit certificates threaten the integrity of the scheme as a whole. Certificates are easy to forge and 

also vary by country, making it difficult to determine their authenticity. Fraudulent certificates have 

recently surfaced in Angola, Congo, Ghana, and Malaysia. 
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Background 

 

Founded in 1996, The Open Group (TOG) is a non-profit technology consortium that establishes and 

monitors vendor-neutral information technology (IT) standards and certifications. It is composed of over 300 

members, from major corporations and government agencies to universities and individuals. A multi-

stakeholder scheme, TOG upholds a regulatory philosophy that centers on standards being created through 

an “open,” transparent, and consensus-driven process. Its recent work has involved publishing a new technical 

security standard aimed at combating counterfeits in the supply chain called the “Open Trusted Technology 

Provider Standard.” An accreditation process to certify compliance will soon accompany the standard. Major 

IT firms and government agencies have been leading contributors to the effort, including NASA, the National 

Security Agency, and U.S. Department of Defense. 

 

Regulatory Activities 

 

 Agenda-setting and Negotiation 

The Open Group operates under the leadership of a governing board composed of nine members, 

representing a mixture of firms, NGOs, and government agencies. The current board members are 

ACD Consulting, Hewlett-Packard (HP), IBM, KPN Consulting, Oracle, Philips, The Open Group, 

NASA, and MITRE. However, TOG working groups and forums are arguably more influential in the 

agenda-setting and negotiation phases as that is where the standards development process begins. On 

the other hand, TOG members can elect to pay higher membership fees in exchange for more access 

and power in the organization, raising questions about the legitimacy of these stages of regulation. For 

instance, IBM, HP, Oracle, and Philips all hold board seats due to their “platinum” membership status. 

 

 Implementation 

The Open Group provides implementation guidance and best practices for its many standards and 

certifications, but TOG does not operate a separate technical assistance program for members. The 

burdens of implementation fall to the companies themselves, which typically possess the capacities 

necessary to implement relevant components effectively. Still, firms that purchase standards or 

certifications do receive some technical support from TOG staff. 

 

 Monitoring 

The Open Group manages various certification programs for firms looking to receive recognition for 

conformity with TOG standards. These programs include product and service certifications as well as 

professional certifications for IT personnel. For each scheme, TOG has an internal auditor responsible 

for managing the validation process. Generally, each certification is valid for a period of one or two 

years, after which firms must undergo recertification.  

 

 Enforcement 

Since TOG is a voluntary scheme, it has few tools at its disposal to enforce standards. For certified 

firms and consortia failing to uphold standards, TOG may withdraw certification at any time. 

Alternatively, it can decline to reissue certification when a certificate expires unless corrective 

measures are being taken. Such actions may bring financial or reputational loss to the firms in 

question. TOG certifications not only cost money to attain, but also yield financial dividends once 

implemented. In this sense, firms are likely motivated to self-regulate. 
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Background 

 

In June 2005, the World Customs Organization (WCO) adopted a set of standards to deter terrorist activity, 

ensure the collection of revenues, and better facilitate global trade. Modeled on C-TPAT—the public-private 

initiative established by the U.S. customs authorities and trade partners—the SAFE Framework of Standards 

to Secure and Facilitate Global Trade (SAFE Framework) is a voluntary program between the WCO, national 

authorities, and industry. Companies engaged in global trade agree to implement standards beyond domestic 

regulations and in exchange are subject to fewer or expedited inspections and examinations by customs 

authorities. National authorities are also required to implement new procedures. Such cooperation allows the 

WCO to focus resources on jurisdictions and actors that are more likely to threaten trade security. 

 

Regulatory Activities 

 

 Agenda-setting and Negotiation 

The impetus for the SAFE Framework derived from the U.S.-based C-TPAT. Since that program 

arose out of discussions between the CBP and firms looking to expedite trade, we may acknowledge 

the equal roles that states and private actors have occupied in inspiring the SAFE Framework. 

Moreover, future development of the scheme will continue to include the private sector. The WCO 

started the SAFE Working Group in 2007 to steer the implementation and evaluation of the program. 

The group includes both WCO member states and delegates of the Private Sector Consultative 

Group, an advisory body designed with the express purpose of supporting the SAFE Framework. 

 

 Implementation 

The WCO has taken robust measures to facilitate implementation. In 2006, it established the 

Columbus Program, the largest capacity building initiative in its history. It consists of three phases: 1) 

the needs assessment phase, which includes the use of diagnostic tools, interviews, and gap analysis 

reports; 2) the planning and implementation phase, including the development of pilot projects and 

strategies for raising donor funds; and 3) the evaluation phase, which allows customs officials to use a 

methodology for assessing progress. The WCO has also produced guidelines and tools to facilitate 

rapid implementation. These instruments are designed for customs authorities as well as firms 

participating in the scheme, otherwise known as “authorized economic operators” (AEOs). 

 

 Monitoring 

Similar to C-TPAT, firms seeking to achieve AEO status with the SAFE Framework must undergo 

certification, conducted by national or regional customs authorities. Monitoring programs may vary 

by jurisdictions, which are likely to weigh risk factors differently. Criteria for certification may include 

volume of imports, security-related anomalies, strategic threats presented by different geographical 

locations, and other risk-related considerations. Upon accreditation, AEOs are still subject to 

monitoring under the premise of “trust but verify.” 

 

 Enforcement 

Because the SAFE Framework is a voluntary program, the WCO pursues a soft approach to 

enforcement. AEOs found to be noncompliant with standards may be suspended or removed from the 

program entirely. As states and trading companies increasingly require AEO status as a condition of 

contractual agreements, firms removed from the program would likely suffer financial losses.  
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Background 

 

Adopted in November 2012 by member states of the World Health Organization’s Framework Convention 

on Tobacco Control (FCTC), the Protocol on Illicit Trade in Tobacco Products seeks to control the movement 

of illicit tobacco through strong regulation of global supply chains. A total of fifty-three states and the EU 

signed the agreement during the open period ending in January 2014, paving the way for the Protocol to enter 

into force following its fortieth ratification or accession. Although the Protocol is a formal part of the FCTC, 

it also stands as a treaty in its own right. The heart of the instrument focuses on a range of measures to control 

the supply chain, including permitting, due diligence, track-and-trace systems, and online tobacco markets. 

 

Regulatory Activities 

 

 Agenda-setting and Negotiation 

Although the Protocol was borne out of an intergovernmental process—the Conference of the Parties 

(CoP) to the FCTC adopted the treaty in 2012 after five years of negotiations—this instrument has 

had strong backing of civil society groups engaged in public health, economic justice, and good 

governance reforms. Moving forward, the Meeting of the Parties, created by the CoP to steer the 

Protocol, will primarily shape the agenda, likely in response to implementation on the ground, and 

also steer the negotiation of new rules. To guard against the influence of the tobacco industry, the 

Protocol includes explicit provisions on insulating public authorities from special interests. 

 

 Implementation 

It is too soon to assess implementation, as the scheme has not yet entered into force. Yet signs indicate 

that the FCTC has begun to set the stage for effective implementation by state parties. Since 2007, the 

FCTC has raised over $600 million from Bloomberg Philanthropies and the Bill & Melinda Gates 

Foundation to assist with implementation of the FCTC, including the Protocol. Developing states that 

are in need of capacity building but unable to allot funds domestically may rely on FCTC funding or 

elect to raise national taxes on the tobacco industry. Moreover, the FCTC has forged strong ties with 

the WCO and UN Office on Drugs and Crime, which may also lend institutional support. 

 

 Monitoring 

Given that the Protocol is a new scheme, mechanisms to monitor implementation across member 

countries have yet to mature. It is possible that a cyclical auditing or peer review system will move into 

place once the treaty enters into force, similar to FATF’s monitoring program. At the national level, 

state parties’ capacity to monitor illicit traffic will depend on the planned development of a track-and-

trace system for tobacco goods. This system will supposedly include unique identifiers for legitimate 

products, easing the burdens of regulatory oversight.  

 

 Enforcement 

State parties to the Protocol will be responsible for enforcing standards through national or regional 

customs and law enforcement authorities. Because the provisions of the Protocol will have been 

codified in domestic law, actors breaking the rules would be subject to financial penalties and criminal 

proceedings. Individual jurisdictions will have to decide the severity of repercussions. For its part, in 

collaboration with international partners, the FCTC has agreed to help facilitate information 

exchange across borders, technical support, and mutual legal assistance and extradition. 


