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The project Pharmacrime 2 has been funded with the support of the European 
Commission and IRACM. The publication reflects the view of the author, and the 
European Commission cannot be held responsible for any use which may be made 
of the information contained therein.  
 
Opinions or points of view expressed in this document represent a consensus of the 
authors and do not necessarily reflect the official position or policies of Permanent 
Forum on International Pharmaceutical Crime (PFIPC) or any of its member 
countries. 
 
The products, manufacturers, and organisations discussed in this document are 
presented for informational purposes only and do not constitute product approval 
or endorsement by Permanent Forum on International Pharmaceutical Crime or any 
of its member countries.  
 
This document is not intended to create, does not create, and may not be relied 
upon to create any rights, substantive or procedural, enforceable by law by any 
party in any matter civil or criminal.  
 
This Document is intended for Use by Law Enforcement and Public Health Agencies 
Only.  
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FOREWORD 
 
 
This Guide is the main result of the project “Pharmacrime 2”. Pharmacrime 2 is a project 

funded by the European Commission (DG Home) and by IRACM and implemented by 

EUCOJUST (Association for European Cooperation on Justice and Home Affairs) in 

cooperation seven partners (alphabetical order):  

 

1. AIFA ( Italian Medicine Agency) 
2. INTERPOL (International Criminal Police Organization),  
3. IRACM (International Institute against Counterfeit medicines),   
4. MHRA (UK Medicine and Healthcare Product Regulatory Agency),  
5. OCLAESP (French Central Office Against Environmental and Health Crime), 
6. SNDJ (French Judicial Customs)  
7. ZKA (German Judicial Customs) 

 
 
The intention of this publication is to provide a comprehensive, yet simple practical 
guide for use by any law enforcement investigation agency engaged in targeting illegal 
internet pharmacies.   The Guide is based on a draft prepared by the Heads of 
Medicines Agencies Working Group of Enforcement Officers (HMA WGEO). The Guide 
was revised by the partners of Pharmacrime 2 and was presented and discussed at the 
occasion of the Pharmacrime 2 Conference organised in Brussels in October 2012.  
 
 
We are grateful to the board of PFIPC members who developed the guide, in particular 

to Tim O’Neill (Irish Medicines Board), Special Agent Daniel Burke (Office of Criminal 

Investigation, US Food and Drug Administration), Naseem Hudroge (MHRA).  We are 

also grateful for the contributions of Health Sciences Authority, Singapore and  HMA 

WGEO. Finally we would like to thank IRACM for its constant support and co-financing 

of the project Pharmacrime 2. 

 
 
 
 
Hugo K. Bonar       Louis Blondiau 
PFIPC / Irish Medicines Board     Eucojust aisbl 
      
 
30 June 2012 
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1.  Introduction 
 
For the past several years, the global trade in illicit pharmaceuticals has experienced 
tremendous growth due to the world-wide reach of the internet.  In a matter of hours or days, 
sophisticated criminal syndicates can establish a vast distribution network of illicit 
pharmaceuticals.  Law Enforcement and Public Health Agencies have been traditionally slow to 
respond and unable to reach across borders to combat the problem.  Even if the enforcement 
agencies work to shut down rogue on-line pharmacies through a domain-name Registrar or 
Internet Service Provider (ISP), operators can simply move their operations, rendering a great 
effort futile.  Quite simply, without international cooperative efforts, the internet allows 
criminals to operate with impunity. 
 
This Guide provides a baseline for investigators to understand open-source tools available to 
assist them in conducting investigations of websites and the organizations supporting them 
which may be in breach of national medicines legislation.  
 
This Guide also serves to foster international cooperation to among Law Enforcement and 
Public Health Agencies to combat this transnational organised crime threat.  
 

2.  Necessary Hardware and Software 
 
Investigations of websites selling contraband medical products generally do not require an 
inordinate amount of hardware or software expense.  However, it is essential to have the 
following equipment: 
 

 A stand-alone computer (PC or Mac):   Your agency's computer should not reveal the 
identity of your organisation.  Therefore, ensure that the internet connection you use is 
anonymised – see your IT people for advice on this. You should create two User 
accounts on this computer – one with full Administrator’s rights, the other with greatly 
reduced Visitor’s rights. Use the Visitor’s account when actively reviewing suspect 
websites – it is much harder for viruses, trojans, spyware or malware to be installed on a 
Visitor’s account, since it does not have permissions to install.  

 
 It is essential to have a full, up-to-date Anti Virus, Firewall & Spyware package installed 

on your stand-alone PC 
 

 A printer connected to the stand-alone PC, preferably a colour printer.   
 

 A secure method of backing up your work – an External Hard Disk Drive (XHDD) and/or 
a CD/DVD burner on your computer for example.   

 
 Software packages that are needed to create a robust record of all your surveillance 

actions include: 
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o Snagit from TechSmith, which is the industry leader for “screen grab” (print 
screen, capture all or part of a webpage) and also for recording video captures 
of moving actions you perform as part of reviewing a website There are several 
alternative products (including shareware) available 
 

o A free web-crawler software package is HTTrack (www.HTTrack.com). This 
allows you to download an entire website, for examination offline. It is 
particularly useful if you wish to monitor a website over time – create a copy 
today, save a date-stamped version to your XHDD or DVD, create a second copy 
when the website is changed. 

 
o Proxy servers or software allow you to hide your IP number, which is useful if 

you are a regular visitor to a website. Webmasters check who is visiting; if you 
keep turning up on their log, they will quickly guess that you are not a casual 
visitor. TOR (www.TORproject.org) is free (but does not allow you to chose the 
country you seem to be in, and can often be very slow). There are many free 
and subscription proxy accounts that offer more flexibility and speed.  Examples 
of free proxy servers are www.anonymouse.org and www.collegeproxy.us.   

 
o Research other web browsers to use in addition to (or better still, in place of) 

Microsoft® Internet Explorer. There are a number of compelling reasons to use a 
browser such as Mozilla® Firefox and/or Google® Chrome 
 

o Create (and remember the back-story) of one or more undercover identities – 
use Gmail, Hotmail, Yahoo etc.  If you are planning to make undercover test 
purchases, you will need a “neutral” (non-Agency) mail delivery address, and a 
way of making payments online, both in the name of the undercover identity 
you have created 

 
 Security Awareness: If websites you are investigating require you to join before you 

can gain access, never ever use the same password on different sites. Similarly if you 
have a surveillance credit card or other online payment account. Password Crackers 
are now so widespread that it is essential that you start using 16-bit passwords 

 
 Computer Housekeeping: Learn how to (1) delete “Temp” “Prefetch” “Offline 

webpage” and similar files (2) review & selectively delete “Cookies” (3) do a full 
computer scan for viruses (4)  de-fragment your hard drive (5) Ensure all your 
software, including the Anti Virus and the Operating System, are up to date with the 
latest patches.  Once you have set up your computer, it is a good idea to use 
Norton® Ghost to backup and preserve your initial setup for re-installation at a later 
date 

 

http://www.httrack.com/
http://www.torproject.org/
http://www.anonymouse.org/
http://www.collegeproxy.us/
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3.  Identifying An Illegal Online Pharmacy 
 
Perhaps the easiest way to initially help identify an illegal online pharmacy website is to 
conduct a search using popular search engines such as Google, Bing, or Yahoo!  Use search 
terms specific to the pharmaceutical or product you are looking for  
 
If you, your Customs service, Post Office or other border security body has the power to detain 
packages for inspection as they enter your country, profile all packages detained  
 
If you have any contact with members of the public who have had medicinal products seized, 
ask them the name of the website from which they ordered 
 
Review also the B2C (local “classified ads” websites in your city or region). Many of them have 
dealers selling “weight loss herbal remedies”, “weekend ED products for men”, etc.  
 
Having identified an illegal online pharmacy you should clearly identify any offences against 
medicines legislation that may be taking place in your jurisdiction to warrant further 
investigation which may include the soliciting the cooperation of other jurisdictions  
 

a. Common Characteristics of Illegal Online Pharmacies 
 
Here are some common characteristics of websites involved in the illegal trade in medicines. 
You may find it useful to consider the following when assessing if they are illegal: 
 

 The address provided in the websites contact page or registration (Whois-discussed 
below) is vague or fictitious. Alternatively the address may not be in the country the 
website claims to be operating in  

 
 Telephone numbers provided on the website contact page or registration appear fake 

e.g. 12345678 or 11111111 
 

 The telephone number is a mobile phone or uses a redirection service 
 

 Email addresses provided on the websites registration or contact page are free email 
services such as Yahoo, Gmail or Hotmail 

 
 Spelling mistakes and grammatical errors. This may indicate that the website designer 

may not speak the same language fluently and may be based in another country 
 

 The website will not accept payment by credit cards or only accepts credit card payment 
for local purchases 
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 The website does not have a secure electronic payment system, or requests payment 
via  bank transfer, Western Union or Moneygram 

 
 The website uses spam to promote its business 

 
 

b. Additional Useful Information From Illegal Online Pharmacies 
 

The content of illegal websites may also present you with some information that may be useful 
in helping you identify their location, the individuals involved or from where they trade  
 
However, be aware that any of the details made public on a website, could be intentionally 
wrong and intended to mislead investigators! 
 
The following are examples of such details you may find within the content of illegal websites: 
 

 Names and Addresses - some websites may provide a name or address to send 
payment to. Such addressees may be residential or where the medicines are stored and 
dispatched from 

 
 Telephone numbers - many websites will provide a telephone helpline. Check to see if 

the number is within your country. Consider whether you may be able to request 
information from your local telephone service provide  

 
 Website designer - some websites may show the name of the individual or company 

who designed the site. Consider if you could contact such companies or individuals. Be 
aware they may not always be helpful or may even inform the suspects. Also check the 
webpage HTML, especially “metatags” – these can provide significant information about 
the people who created the website.  Metatags are key words and phrases used by 
search engines to direct traffic to a website.  In Internet explorer, if you "view code" 
(ALT+V,C) you will see the metatags for the website which can show the true intentions 
of the seller.  In Firefox and Chrome, you can view the source code with CTRL+U. For 
example, the Keyword metatags below show the intention of the seller to sell 
"injectable human growth hormone online". The Description metatags are what Google 
and many other search engines will include in the description of the website when it is 
returned as a search result: 
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4.  Buyers and Sellers 
 
As well as illegal internet pharmacy websites, there are many other ways that the internet is 
used to source and distribute medicinal products.   
 
 Manufacturers – both those licensed in their own countries, but also illegal manufacturers 

(especially in China, India and other Asian countries) use wholesale portals (Business-to 
Business or B2B) such as www.Alibaba.com or www.TradeKey.com.    
 

 Retailers (Business-to-Customer or B2C).  Major B2C sites such as eBay, Amazon and 
www.craigslist.org as well as other local “classified ad” websites (Example: 
www.gumtree.ie, www.gumtree.co.za, www.gumtree.co.nz) 

 
5. Identifying Individuals Responsible for a Website. 

 
Having identified a website which is engaging in illegal activity, it is necessary to find out the 
Registrant – the identity of the individuals or company(s) that the Domain (i.e. the website 
name) is registered to. To do this we use a WHOIS service.  
 
Before you begin, understand that most illegal internet pharmacy operators use fake 
information when registering a website.  Do not get discouraged, this information really doesn't 
help or hurt you.   
 
There are many websites which offer free WHOIS checks. A few examples are: 
 
www.domaintools.com  
www.whois-search.com      
www.whois.net  
 

What information can you get from a Whois check?  In general, you can identify the following 

information: 

 The company acting as the "Registrar" of the domain name.  Large Registrars are 

GoDaddy.com, Enom, Tucows and Network Solutions. 

 The "Registrant" of the domain name.  This is usually the information supplied by the 

person registering the domain name that is often fictitious.  It usually contains 

“Administrative Contact" and "Technical Contact" information 

 Registration Date 

http://www.alibaba.com/
http://www.tradekey.com/
http://www.craigslist.org/
http://www.gumtree.ie/
http://www.gumtree.co.za/
http://www.gumtree.co.nz/
http://www.domaintools.com/
http://www.whois-search.com/
http://www.whois.net/
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 IP Address.  Another good way to locate an IP address is to access your command 

prompt on a PC and type "tracert" and the domain name, like >tracert 

www.suspectdomainname.com.  The IP address of the suspect domain name is listed at 

the top 

 Using the IP address, you can locate the ISP or host of the website.  This is location of 

the company supporting the servers where the website is actually located.  Be wary of 

companies like Prolexic Technologies.  Prolexic provides a service that mitigates 

Distributed Denial of Service Attacks (DDoS), and acts as a gatekeeper to the ISP hosting 

your suspect website.  In other words, you will only be able to find the IP address 

leading you to servers owned by Prolexic Technologies and not to the actual servers 

used by your suspect website. 

 Identifying the host of a particular website, particularly an "anchor website" is 

important.  The anchor website is the sited where the customer database, known as a 

SQL (pronounced "sequel") database is housed.  After making a test purchase, pay 

attention to the originating IP address in the email headers of any confirmation email 

you receive, this is a clue to the location of the SQL database.  The SQL database is a 

listing of all of the customer's information, including credit card information.  Armed 

with appropriate legal authority, having a computer forensics specialist copy the 

website from the ISP could be critical to determining the amount of illicit products sold, 

the location of all customers and other important information such as internal 

communications 

 Top-Level Domain (TLD) manager.  In general there three types of Top Level Domains: 

o Generic Top Level Domains (gTLD) such as .com and .net.  There are 22 gTLD's  

currently available, but more are planned, included a gTLD for pharmaceutical 

medicines 

o Sponsored Top Level Domains (sTLD) which are specific to an industry, like .xxx 

for pornography or .areo for aerospace 

o Country Code Top Level Domains (ccTLD).   Two-letter ccTLD's are specific to a 

country, like .uk (United Kingdom) or .fr (France) etc.  

o A link to a listing of all ICANN accredited TLD managers is located in the 

reference section   

In 2011, the Internet Corporation for Assigned Names and Numbers (ICANN) voted to end most 

restrictions on gTLD's.  The use of non-Latin characters (alphabets from other languages) will 

also be allowed in gTLDs.  ICANN expects that the first set of new gTLDs to be operational by 

2013. 

Figure 1 depicts a screen shot of a WHOIS check for the domain www.unitedpharmacies.co.uk. 
This WHOIS check was done using www.nominet.org.uk  

http://www.unitedpharmacies.co.uk/
http://www.nominet.org.uk/
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Figure 1 
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Figure 2

 
 
The WHOIS results at Figure 2 (above) provide us with 3 useful leads which are highlighted: 
 

 Company Name - in red is the name of the company who has registered (owns) the 
domain (the Registrant).   

 Company Address - the yellow box shows us the address the company submitted as its 
address when it registered the domain. Note that this does not mean the website is 
based at the same address. In this case we know that these details are false. 
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 Registration Service Company - the blue box shows us the company who provided the 
registration service for the website (the Registrar). In this case an internet company 
called Register.com. Such Registrars may hold more accurate information on the owner 
of the domain and they should be contacted.  

 
Some other WHOIS services can provide us with even more information about the domain. We 
will now do a WHOIS for the same domain, www.unitedpharmacies.co.uk using another WHOIS 
service provided by www.domaintools.com as shown at Figure 3. 
 
Figure 3 
 

 
 
The results of this WHOIS check provides us with some more useful details about the domain 
which we can see at Figure 4. 
 
One of the most useful is the IP Location which is shown as Bluehost Inc in Utah, USA (shown in 
red at Figure 4). This company is the website’s “host” and is the Internet Service Provider (ISP). 
This means that the website’s data “resides” on servers owned or maintained by Bluehost. 
Ultimately it is the host that can remove a website. However, shutting down a website by 
getting the ISP to remove it from their server accomplishes little in the long term, since the 
domain name still remains the property of the Registrant, who can move the website to a new 
ISP who will assign it a new IP address.  
 
 
 
 
 
 

http://www.unitedpharmacies.co.uk/
http://www.domaintools.com/
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Figure 4 
 

 
 
 
It is sometimes impossible to track the ultimate source of a website – many of the major 
pharmacy network sites use “fast flux” to hide their real location. The simplest type of fast flux, 
referred to as "single-flux", is characterized by multiple individual nodes within the network 
registering and de-registering their addresses for a single DNS name. This creates a constantly 
changing list of destination addresses for that single DNS name – perhaps as often as every 
three minutes. The list can be hundreds or thousands of entries long.  
 
Don't get discouraged.  Sometimes the best way to find the person with the "fingers on the 
keyboard" is following the money trail.  Begin with conducting a test purchase. 
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6. Conducting Test Purchases from Illegal Websites 
 
Even if you were unsuccessful at establishing the identity of the company or individuals behind 
an illegal internet pharmacy through whois checks, it will be necessary to prove that the 
website does indeed supply medicines illegally to members of the public.  
 
In order to do this, the investigation can conduct a test purchase if legally permissible in your 
jurisdiction.  A test purchase is therefore essential as evidence of illegal activity. 
 
It is essential that any such test purchase is done using covert means.  It is clear that if the 
individuals running the website know that an investigator is attempting a test purchase, they 
will not supply any medicines and the investigator will be unable to gather evidence of the 
illegal supply of medicines. 
 
GeoLocation:  GeoLocation of an IP address is the ability of a server to detect where you are 
located (in general terms) by your IP address.  GeoLocation tools, popularly called “IP Sniffers”, 
use your IP address to detect your country, and then to serve a page content that is directed to 
your country (“packet analysis”). Some websites that are licensed in one country will ensure 
that residents of that country can only make purchases in accordance with the website’s 
licence. The website will offer “extra” services to people outside the home country.  
 
Listed are some best practice recommendations on the conduct of covert test purchases: 
 

 DO NOT use your personal credit card to pay for test purchases. You may compromise 
your identity and safety. You also run the risk of credit card fraud. 

 
 OBTAIN a covert credit card for use on test purchases if it is legally possible in your 

jurisdiction.  Prepaid credit cards are often the easiest to obtain. 
 

 DO NOT use your office (i.e. of the law enforcement or medicines regulator) as the 
delivery address. 

 
 EXAMINE and PHOTOGRAPH the package when you receive it, looking for any post 

marks or return addresses written on it. These may assist in identifying from where the 
medicines are sent. 

 
 EXAMINE the credit card statement and make copies for your records.  The test 

purchase can provide financial evidence. The credit card statement details the name of 
the company that took the money for the medicines.  

 
 You must record every step as you go along, and you must be able to validate all the 

details in the event that the case goes to Court or another legal process. 
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When conducting a test purchase (the manner of which will be dependent on your local laws) 
always abide by the 3 basic rules: 
 

 DO NOT use your Agency’s PC or Internet connection. YOU CAN BE TRACED! 
 

 DO RECORD the entire engagement with the website and transactions, maintain your 
cover and stay within the aims and limits of your agency’s authority – a paper record 
with screen shots is fine, or Snagit, WinHTTrack or similar software may be used to 
record each step in the transaction process  

 
 DO NOT incite an individual to commit an offence or commit an offence of a more 

serious nature (entrapment) 
 

7. Follow the Money 
 
The operation of illegal on-line pharmacies involves global logistics.  Website operators must 
have a reliable source of supply, shipping, customer service, credit card processing or merchant 
services, banking and IT infrastructure.  What makes these investigations challenging is that 
some or all pieces of this operation can be in different countries.   

 
Perhaps the most important key to finding the person(s) responsible for selling illegal products 
on-line is to follow the money trail.  On-line pharmacies have bills to pay just like any other 
business, and fortunately the banking sector is much more regulated than the internet.  Always 
remember that sellers of illegal or contraband products are motivated by one thing:  money! 
 
The majority of counterfeit and illegal drug sales activity generally leads back to a high-tier 
target.  The high-tier target (leader/head of the organization) is the one who profits the most 
from the illegal activity, and is generally never investigated because of his/her international 
location. 
 
Illegal internet pharmacies seek to look legitimate to customers.  Most on-line consumers 
expect to pay via credit cards but on-line pharmacies tend to be considered "high risk" by credit 
card processors.  Internet pharmacies may also accept PayPal or other on-line payment options, 
and some accept bank wire transfer or use money transmitters such as Western Union, Xoom 
or Moneygram.  Still others may move funds across a vast array of internet banks and money 
service businesses.   
 
 
 
 
 
Payment Processors: 
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Rouge internet pharmacies are often supported by a network of equally spurious payment 
processors.  Many of these payment processors actively seek internet pharmacies because of 
the high margins possible on each transaction.  Internet processors require the on-line 
pharmacy to establish a "settlement account" with a balance high enough to cover any 
"change-backs" as a result of customer complaints.   Experience shows that many of these 
settlement accounts are held in off-shore banks located in countries known for "discrete" 
banking activity such as the Seychelles, Cyprus, and the Cayman Islands. 
 
Contacting a payment processor may result in the compromise of your investigation.  However, 
if your intent is to merely disrupt illegal activity, contact by your agency may be appropriate.  
Remember, payment processors are beholden to major credit card companies and depend on 
them to provide services. 
 
Major Credit Card Companies: 
 
Credit card companies such as Master Card, Visa and Discover will offer only limited assistance, 
without acceptable legal process.  However, such companies may take voluntary action based 
upon a complaint from your agency.  See the section on the Center for Safe Internet 
Pharmacies (http://www.safemedsonline.org/) for assistance in contacting credit card 
companies. 
 
In general, international disclosure of financial information requires application pursuant to a 
Mutual Legal Assistance Treaty (MLAT) between your country and the jurisdiction where the 
payment processor is based.  Also, your country's Financial Intelligence Unit (FIU) may be of 
valuable assistance.  A link to the listing of each participating body is contained in the 
references section of this report. 
 
Money Transfer Services: 
 
Payment via “cash in the mail” is highly unlikely.  Payment via Western Union or MoneyGram 
(money transfers) has become extremely popular.  Why?  Transfers are easy to conduct, 
difficult to trace, recipient names can be changed and for small amounts, no identification is 
required. 
 
Money Transfer services are not the same as Funds Transfer services.  Western Union and 
MoneyGram are some of the largest money transmitters in the world.  Western Union 
maintains over 365,000 agents in 200 countries.  MoneyGram maintains over 157,000 agents in 
180 countries. 
 
MoneyGram and Western Union operations largely depend upon their many agents and central 
network to service customers.  An agent is an entity authorised to sell specific financial services 
and/or products on behalf of an MSB principal.  A centralised “closed loop” network is used by 

http://www.safemedsonline.org/
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MoneyGram in order for its agents to electronically process payment related information on 
behalf of customers. 
 
Investigators should be familiar with the terms used by money service businesses to describe 
money transfer parties/processes should they need to contact a money service business to 
discuss information contained in a record or to address other money transfer related matters.   
 
Sender Customer:   Customer initiating the money transfer. 
Send Agent:   Agent processing a Sender Customer’s “send” instruction.  The Send 

Agent also collects payment from the Sender Customer to fund a 
transfer. 

Receiver Customer:   Customer receiving a money transfer. 
Receive Agent:   Agent processing a Receiver Customer’s “receive” instruction.  The 

Receive Agent also disperses funds to a Receiver Customer. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
In many cases a Receive Agent will issue a check (cheque) or money order to transfer larger 
amounts to receiver customer.  For smaller amounts they may provide cash up to certain US$ / 
local currency amounts. 
 
General amounts requiring identification: 
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Generally, when you conduct an undercover purchase, your credit card will be charged by the 
payment processor.  Armed with appropriate legal authority, the credit card processor can 
supply a mountain of financial information including the location of settlement accounts. 
Finding the settlement accounts, or any bank account tied to the illegal internet pharmacy 
begins the money trail back to your suspect(s). 
 
Keep in mind that due to bank secrecy laws, credit card processors aren't always willing to work 
with investigators, particularly if the investigator is in another jurisdiction.    
 
PayPal: 
 
Electronic payment providers such as PayPal are another widely-used payment system used by 
on-line pharmacies. The type and amount of information in which an electronic payment 
provider will supply is varied, so contact the provider directly to see what legal requirements, if 
any, are necessary for disclosure to governmental agencies. 
 
PayPal is the primary Internet based payment system. It was founded in 1998 and acquired by 
eBay in 2002.  In 2006, PayPal processed US$38 billion in total payment volume, $24 billion 
from eBay transactions.  It currently maintains 133 million customer accounts. 
 
PayPal supports various types of payment types including Person-to-Person Transactions (P2P), 
Person-to-Business (P2B), Business-to-Business (B2B), etc.  Besides the PayPal account, the 
company offers various other payment options to its users including:  
 
    1. Buyer’s Credit Card 
    2. PayPal Credit Card 
    3. PayPal Debit Card 
    4. PayPal Money Market Account 
    5. Various tools to assist users manage their accounts 
 
The Fraud Investigations Team (FIT), an eBay based entity, is the primary unit that services the 
law enforcement community for processing subpoenas and similar legal orders for PayPal 
and/or eBay records.  The records that are potentially available to law enforcement are 
voluminous, including transaction and non-transaction based activities. 
 
PayPal indicates that FIT can provide direct assistance to law enforcement, especially in 
wording subpoenas, etc. Agencies seeking assistance from FIT in obtaining PayPal or eBay 
records may contact them at  their California USA headquarters at (408) 967-9919. More 
contact information is here: 
https://lers.corp.ebay.com/AIP/portal/help.do;jsessionid=F269FD9C345941463594A41DF369548E#qa  

 
 
 

https://lers.corp.ebay.com/AIP/portal/help.do;jsessionid=F269FD9C345941463594A41DF369548E#qa
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Prepaid Cards & Green Dot:   
 
Prepaid cards provide consumers with various payment and transaction options. Users pay 
funds sometime in advance of when the card is used to obtain goods and/or services.  
Consumers (and criminals) are attracted to prepaid cards because there is no credit check, no 
bank account is required and it is generally “safer” than carrying cash.  
 
There are two types of prepaid "Loop Cards."  Closed loop cards consist of a “single load” to be 
used at select merchants or retailers and don’t require support of major credit card networks.  
Closed loop cards are mostly merchant gift cards.  Open loop cards can be used like a regular 
debit card at any merchant in the world that is part of a major network like Visa or MasterCard.  
These cards include vendors like Green Dot and NetSpend. 
 
 
 
 
 
 
 
 
 
 
 
 
Following the money is essential to success.  The goal is to identify bank accounts owned or 
controlled by the person(s) operating the illegal website.  This may involve a web of complex 
funds transfers and pass-through accounts.  Some suspect may also use hawala, or other 
unlicensed money transfer services, to launder their proceeds. 
 

8. Testing of Medicines 
 
After the test purchase has been received, it is necessary to send the medicines for laboratory 
analysis. Ensure that you maintain the evidence chain through the appropriate recording of the 
paper trail reflecting the continuous movement of the sample product. 
 
Testing can be conducted to ascertain if the medicines are genuine or counterfeits. Laboratory 
testing also provides evidence that the products supplied are indeed medicines and confirms 
the active ingredients and quantities. 
 
A lab report of the analysis is therefore very useful evidence should any prosecution action be 
intended against the individuals running the website. 
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Often, the pharmaceutical company that manufactures the drug can tell quickly if a drug is 
counterfeit.  Often pharmaceutical companies are able to determine counterfeit labelling as 
well.  Each pharmaceutical company maintains corporate security contacts which are usually 
very helpful and have an interest in protection the intellectual property of their company. 
 

9. Preparing a Target Profile 
 
It is useful to prepare a comprehensive report of your activities for your agency’s investigators 
prior to making any visits to addresses identified. This report, or ‘Target Profile’, should be a 
summary of all information known about the website and the products it sells. The report 
should also identify the individuals suspected of involvement in the running of the website and 
their associated addresses. 
 
Some of this information would have been discovered in the course of your initial enquires such 
as WHOIS checks or provided to you by communication service providers (telephone or internet 
companies) where your jurisdiction allows you to do so. Other information would have been 
discovered during or after conducting a test purchase. 
 
Listed are some other sources of information for you to corroborate the information you have 
gathered during your own enquires: 
 
 Police - the local police may have information on the individual or addresses you have 

identified. It is possible the individuals you have identified may be under police 
investigation or may have been previously convicted of other crimes. If you can legally do 
so, request for any information they may be able to give you. For your safety it is advised 
that the police are informed of your intention to visit any addresses identified in your 
investigation.  

 
 Local Government Councils - the local council may be able to confirm the identity of 

individuals living at addresses you have identified. They may also be able to provide you 
with information on companies you have identified if the company pays local business taxes 
to the council.  Please note that there is always a chance (no matter how small) that your 
target is known to the person in the local council conducting your checks and this may 
compromise your operation. 

 
 National Company Registries - company registers hold very useful information on directors, 

addresses and financial turnover of companies. Some companies you may identify in your 
investigation may be registered. It is important therefore to check your national company 
register for detailed information about such companies. 
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10. International Internet Week of Action (IIWA) 
 
Over 80 countries participate in OPERATION PANGEA, the annual International Internet Week 
of Action (IIWA) involving Medicine Regulators and Law Enforcement Agencies, including 
Customs, targeting the illegal on-line supply of medicines including unauthorised and 
counterfeit/falsified products to the public.  
 
It is anticipated that this Guide will assist medicines regulators in effectively participating in the 
operation. 
 
REMEMBER: the more thorough you are in your preparation before the Day of Action, the 
greater the likelihood of success on that day. 
 
OPERATION PANGEA is co-ordinated by INTERPOL, assisted by the World Customs Organisation 
(WCO), Permanent Forum on International Pharmaceutical Crime (PFIPC) and the Head of 
Medicines Agency Working Group of Enforcement Officers (HMA WGEO). 
 
The operation disrupts major logistical components abused by illegal on-line pharmacies:  mail 
systems, financial systems and the Internet through efforts  to take down and suspend websites 
from operating; suspending the provision of payment systems by the credit card companies; 
and intercept illegal product at the national mail hubs and ports. 
 
These combined activities cause disruption to the illegal businesses and protect the public from 
illegal and dangerous medical products. 
 
It is expected that all agencies participating on Operation Pangea will conduct inspections at 
locations identified as being concerned in the illegal sale/supply of medicines from websites in 
your jurisdiction. 
 
Arrangements should be made for the websites identified to be shut down simultaneously as 
the inspections are being carried out. This can be done in 2 ways:  
 
 Warning Letters should be sent to the website’s Registrar and ISP, explaining the relevant 

legislation and the offences you have identified. They should be required to withdraw the 
registration of the domain name. 

 
 Legitscript - a submission can also be made to www.legitscript.com . This website runs a 

verification service for online pharmacies. For the purposes of the internet day of action, 
you can also submit to them the website address of the illegal internet pharmacies you have 
identified.  They will make efforts to have such websites taken down. You can request to be 
registered, which grants your Agency additional rights on the secure version of their 
website, https://secure.legitscript.com  
 

http://www.legitscript.com/
https://secure.legitscript.com/
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 The Center for Safe Internet Pharmacies - This non-profit group is represented by many of 
the major companies involved in internet pharmacy supply chain.  Companies such as 
American Express,  Discover, Enom, Go Daddy, Google, Mastercard Worldwide, Microsoft, 
Neustar, Paypal, Visa and Yahoo! are represented.  CSIP has agreed to participate in 
Operation Pangea and receive Warning Letters issued by your agency as a request for 
voluntary action.  Their website is www.safemedsonline.org for additional information. 

 

11. Summary: Important Points to Remember 
 
Approach an internet pharmacy investigation in the same manner as a real world investigation.  
Legal principles still apply – human rights conventions, rules on disclosure, legislation on 
surveillance or covert policing.  Remember, although you are investigating in a virtual 
environment, there are real criminals on the other end of those websites 
 
It is essential that you record all activity surrounding your investigation and engagement with 
the website or suspects. 
 
Remember to print out the web pages of the website, particularly when conducting your test 
purchase.  
       
Retain all records and evidence generated from your online activity and be prepared to reveal 
the existence of all records and evidence should your case go to prosecution. 
 
Work together in a true spirit of protecting global public health! 

 
12.  Helpful Links 
 
ISP list is for law enforcement use:  http://www.search.org/programs/hightech/isp/ 
 
Financial Intelligence Units:  http://www.egmontgroup.org/about/list-of-members 
 
A listing of all ICANN accredited TLD managers: 
http://www.icann.org/en/resources/registries/listing.   
 
Center for Safe Internet Pharmacies:  www.safemedsonline.org 
 
LegitScript:  www.legitscript.com 

http://www.safemedsonline.org/
http://www.search.org/programs/hightech/isp/
http://www.egmontgroup.org/about/list-of-members
http://www.icann.org/en/resources/registries/listing
http://www.legitscript.com/

